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Hardware Trojan Detection Based on Euclidian
Distance of PCA on Side-channel
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Abstract: In order to solve the hardware trojan problem in the integrated circuits, a new model of hardware trojan
detection is proposed in this paper based on the side channel analysis. The new model uses the Euclidian distance
classsification method to achieve the detection of hardware trojan, after getting the reduction of dimensionality by
PCA on side-channel. Finally the effectiveness of the model and the algorithm was validated on power side-channel.
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Function y= Euclid(sample) s 90 %
% ’
Load templet pattern; PCA
%
For i=1:2 '
temp=mean(pattern(z). feature) ; ’
pC:vi) =temp
end;
%
Fori=1.2 [1] Wang X, Tehranipoor M, Plusquelic J. Detecting mali-
For j=1:N cious incusions in secure hardware: challengs and solu-

d= (sample(j)'— p(.,i))'* ( sample(D)—p(:.,1));
sum d= sum d-+d;

end

%

if dpin>sum d/N

dwin=sum d/N;

% 0 1
y=i—1;
end
end
return y;
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